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Abstract

A study investigating whether a change in ethical attitudes of South African final-year Information Systems students have taken place over the past six years was undertaken in order to test the hypothesis:

Ho: South African final-year Information Systems students are more ethically lenient in 1999 than they were in 1993

The importance of the role of ethics in Information Systems has been partially researched and documented over the past two decades. A previous study by David Paradice [1990] in the USA was compared to a South African sample in 1993 by Morris, Jones and Rubinsztein. This was done in order to establish whether differences in ethical attitudes between South African final-year Information Systems students and their American counterparts existed. 

This study contrasts the ethical attitudes of South African students in 1999 with those of the Morris et al. study from 1993. This was done by using an Internet-based version of the Morris et al. [1993] questionnaire. A total of 148 completed questionnaires from six South African universities were received and compared to the results of the Morris et al. [1993] study. It was found that in six of the 19 scenarios, students were more ethically lenient (in the areas of privacy, piracy, accuracy and misuse or abuse of resources) than the 1993 students. In three of the 19 scenarios, students were less ethically lenient (in the areas of viruses and denial of access).

It was concluded that ethical attitudes have not changed significantly, but that the changes that have occurred tend towards being more ethically lenient. Further research must be conducted to confirm the significance of this trend.
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Introduction
The question of what is ethical and what is unethical is one that has fascinated philosophers throughout the ages. In recent times, the role of computers has presented modern-day philosophers with new questions about the interaction of ethics with information systems [Spinello, 1995]. Ladd [1995] stated that computers are now so ubiquitous in society that they are changing the way people make decisions. 

Computers transform the way people work, the way they communicate with each other, the way they are educated and the way they are entertained. Information systems change the environment within which they are used, and in so doing, give rise to questions of right and wrong, good and bad [Johnson & Nissenbaum, 1995]. Computers have hence resulted in society being exposed to a number of new ethical dilemmas.

Barlow [1995] writes that the computer environment is one in which “…trespassers leave no footprints, where goods can be stolen an infinite number of times and yet remain in the possession of their original owners and where businesses you never heard of can own the history of your personal affairs.” This led Ladd [1995] to assert that “Issues in the digital world are fundamentally different from those in the physical world.” Additionally, computerised information has expanded to a scale of activity previously unimaginable [Johnson & Nissenbaum, 1995]. 
The importance of ethical analysis and ethical decision making in the context of information systems is therefore more relevant, as opportunities for ethically controversial behaviour increase with the use of these systems. 

Since the 1994 elections in South Africa (the first democratic elections), new laws have been created, and old laws amended to better complement the new constitution of the country. Amongst the laws amended and created, the issues of piracy (and other forms of intellectual copyright infringement) and privacy (with respect to what information can be stored about which person, with what levels of access) received greater emphasis. These laws were accompanied by a 1996-1998 advertising campaign, which urged all South African citizens to "Stamp out Piracy".

This research paper aims to examine the current ethical attitudes amongst Information Systems students, and compare these attitudes to a study conducted prior to the 1994 elections to determine if any changes exist.

Using realistic, hypothetical scenarios, Paradice [1990] developed a questionnaire to ascertain the ethical attitudes of Information Systems entry-level personnel in the USA. Morris et al. [1993] made use of this instrument to evaluate the differences between a South African and an American sample. The research that this paper presents compares the results obtained by Morris et al. in 1993 to current results in 1999, in order to draw a conclusion based on the changes (if any) of ethical attitudes amongst students in South Africa.

This paper begins with a review of ethics literature through time. This is followed by a discussion of previous research into Information Systems and Ethics in order to determine what has already been shown and what questions remain unanswered, or still need to be asked. The research methodology is discussed next, with the focus being on the research instrument used. The findings of this study are subsequently presented and analysed, after which conclusions are drawn based on these findings. This is followed by recommendations leading from the findings and conclusions. Lastly, areas for further research into Ethics in Information Systems are discussed.

Ethics Literature 

Ethics through time

The earliest recorded work on ethics dates back to an Egyptian papyrus [2000 BC] on which the Hippocratic Oath used by the medical profession was recorded. Plato [427BC-347BC] noted that ethical ideals are difficult to achieve, and he writes: “Freedom of will attributes man’s failure to live up to his knowledge of ideal good.” Zeno [340BC-265BC] conceived the ethical dichotomy of good versus evil, and he stated that the way to acquire correct knowledge of what is good is through practical wisdom and harmony with nature. Aristotle postulated that ethics is a practical endeavour which “…will enable one to conduct one’s life rightly, reasonably, in the fullest sense well” by avoiding extremes which are always evil. Ethics was hence initially seen as the difference between good and evil, right and wrong.

Peter Abelard’s [1079-1142] theory of rationalism, Hume’s [1711-1776] promulgation of moral laws, and Kant’s [1724-1804] belief that “right is right” further highlighted the role of “goodness” in ethics. Work by these authors has since been categorised as deontological ethics (from the Greek deon, or duty).

This work stands in contrast to that of Machiavelli [1469-1527], whose consequentialist ethics contended that “the end justifies the means”. Darwin [1809-1882] expanded this idea to consider ethics in terms of the general welfare of society as a whole through the “survival of the fittest”. Bernier [1985] agreed with Darwin, stating that ethics is “The science of social survival; what is ethical promotes the survival of individuals and civilisations, cultures, and societies.” 

Russel [1873-1970] disagreed, based on his premise that “Ethical behaviour is a result of good conduct of many, not preservation of few”. This is supported by Andrews [1989], who holds Darwinian reasoning and Machiavellianism as immoral, based on the grief it causes innocent members of society.

Information Systems and Ethics 

Mason [1986] states that “our society is truly an information society, our age an information age”. It is hence important to discern whether the custodians of this information are using it ethically or not. A survey by Vitell & Davis [1990] found that information systems personnel have many opportunities to engage in unethical behaviour in their companies. Cappel & Windsor [1998] agree, stating that “Information systems professionals are often confronted with ethical issues in performing their job duties.” 

The use of information technology raises unique ethical concerns, including the potential misuse of computer databases, inadequate access controls, electronic monitoring, copying protected software, spreading viruses, accessing private e-mail, misrepresentation in electronic communications and the distribution of pornography on the Internet [Moor, 1995]. Because of the frequency of these problems, McFarlane [1998] suggests that the Information Systems community has not raised attention to the broader societal impact of ethics in information systems. 

Ethics and the Law 

While there are areas of overlap with respect to the law and ethics, there are also distinctions. Raiborne & Payne [1990] contend that “ethics differs from the law in that laws are designed to reflect a society’s attitudes and desires about the culture in which it exists.” This differentiation reflects the classic distinction between the spirit of the law (morality) and the letter of the law (legality) [Raiborne & Payne, 1990].

Paton [1946] also finds a clear distinction between law and ethics: “Ethics deals with the absolute ideal. Laws lay down what is convenient for that time and place. Ethics concentrate on the individual rather than society; law is concerned with the social relations of men rather than the individual excellence of their characters.” Ethics must of necessity consider the motive as all-important whereas law insists merely on the compliance of conduct within certain standards and seldom worries as to the motives of man.

Laws exist to enforce ethical standards on society and prohibit citizens from acting out of their own volition, thereby promulgating a sense of social structure. These laws are enacted to ensure that a society has definite rules of behaviour – those persons violating acceptable rules are to be punished and dealt with according to the established sanctions [Forcht, 1991].

Previous Research into Ethics 

Although there is considerable interest in issues of computer ethics, little research has been conducted to explore ethical attitudes and behaviours [Sumner, 1996]. In addition, the majority of previous empirical research completed expressed no concern for the reliability of measures, was characterised by low response rates and used convenience samples [Randall & Gibson, 1990].

A study conducted by Forcht [1991] attempted to determine the opinions of CEOs of the Datamation 100 (June 1988 listing) concerning the ethical use of information systems in their organisations. The respondents were asked to enumerate twenty statements using a Likert scale from 1 (strongly agree) to 5 (strongly disagree). Forcht [1991] concluded that the CEOs hold “…very high ethical standards, and expect their companies to abide by these same standards.”

Other empirical investigations [Paradice, 1990; Morris et al., 1996; Benham & Wagner, 1995; Sumner 1996] have used ethically based scenarios developed by Parker [1990] as their testing tool. Respondents were asked a question which they had to rate as Acceptable (A), Questionable (Q) or Unacceptable (U). Research by Cappel & Windsor [1998] sought to complement this scenario-based research instrument described above. Although they used the same tool, respondents had a choice of 1 (highly ethical) to 7 (highly unethical), representing a wider spectrum of ethical considerations than Acceptable, Questionable and Unacceptable [Cappel & Windsor, 1998]. 

The sample in the Morris et al. [1993] study (which replicated the Paradice [1990] study) consisted of Information Systems final-year students in their third or fourth year of study. Responses from three universities in South Africa (Cape Town, Pretoria and Witwatersrand) were compared to the results of the Paradice [1990] study of American students in order to test the hypothesis: 

H0: Compared to their American counterparts, South African entry-level Information Systems personnel find a broader range of ethical dilemmas to be “more acceptable”

The Morris et al. [1993] study found that in 13 of the 19 scenarios, South African students indicated more tolerance of unethical behaviour than the American students, with statistical significance in 6 of the 19 cases. Their hypothesis was hence supported. Morris et al. [1993] found this ethical leniency in Information Systems students to be a major cause for concern, as these students were prospective future custodians of information, aspiring to professional status. They recommended that Information Systems students receive further ethical instruction as part of the Information Systems course.

Benham & Wagner [1995] completed a comparative study of the ethical attitudes between Information Systems students and Information Systems professionals. This research built on the work of the earlier studies by Paradice [1990] and Morris et al. [1993] and used the same research instrument, but added 11 new scenarios. Benham & Wagner [1995] tested the hypothesis:

H0: Information Systems professionals would demonstrate a greater sensitivity to ethical issues than Information Systems final-year students.

The results of this study would enable the researchers to determine whether the concern expressed by Paradice [1990] and Morris et al. [1993] as to the low levels of ethics of future Information Systems personnel was well founded or not. Benham & Wagner [1995] found the students to be more ethically lenient than the Information Systems professionals in 16 of the 31 scenarios, with no difference between the groups for the remaining 15 scenarios. Benham & Wagner [1995] concluded that this finding showed that the concern expressed by Paradice [1990] and Morris et al. [1993] (that ethically lenient students would become ethically lenient Information Systems professionals), was unfounded. Benham & Wagner [1995] explained that once students enter the workplace as Information Systems personnel, they find many “unethical” actions to be Unacceptable or Questionable, rather than Acceptable, as they did while studying.

Sumner [1996] took the idea of comparing students and professionals a step further. She replicated the Benham & Wagner [1995] study in order to determine the nature of ethical decisions by students and professionals and to contrast the ethical decisions of these two samples in the context of a digital network. Sumner [1996] found that the students were more lenient than the professionals, especially with regard to the violation of software copyright. Benham & Wagner [1995] and Sumner [1996] hence showed that the use of Information Systems students as surrogates for entry-level Information Systems personnel is a false assumption. 

Research by Cappel & Windsor [1998] sought to improve on the previous work done. These researchers sought to find out why respondents answered as they did, and what level of moral reasoning this reflected. To achieve this, a short, open-ended rationale section was included for each scenario. Using the sample groups of Information Systems students and Information Systems professionals, the following hypothesis was tested:

H0: Information Systems professionals and students do not differ in terms of ethical reasoning

The Defining Issues Test (DIT) was used to evaluate the responses. The DIT is based on Kohlberg’s levels of moral reasoning as it is the most widely used instrument of moral judgement as well as the best documented in terms of reliability and validity [Rest, 1990]. Cappel & Windsor [1998] found that the Information Systems professionals use higher levels of ethical reasoning more frequently than Information Systems students do. Their hypothesis that professionals and students do not differ in terms of ethical reasoning was therefore found to be false.

Morris et al. [1993] expressed concern in their study that the South African students were more ethically lenient than their American peers were. Subsequent studies have focussed on disproving the assumption that final-year Information Systems students can be used as surrogates for entry-level Information Systems personnel. A gap appears to exist in terms of identifying trends in ethical attitudes. An important question that now needs to be asked is: “Have ethical standards in South Africa changed over time?” In order to answer this question, the Morris et al. [1993] study will be replicated and the results of the 1993 sample compared to a 1999 sample. This will be used to test the hypothesis:

Ho: South African final-year Information Systems students are more ethically lenient in 1999 than they were in 1993
This research builds on the cumulative research documented above in being the first study to examine whether ethical attitudes have changed significantly over time and if so, in which direction they have moved. This research however, is not aimed at identifying factors that are responsible for any observed changes in ethical attitudes.

Research Methodology

Aim of the Research

South Africa has undergone significant political and social transformation since the time of the Morris et al. [1993] study [Benham & Wagner, 1998]. Prior to this research, it has not been determined whether ethical attitudes have remained similar, or if changes have occurred. If changes in ethical disposition have indeed taken place, then in which direction have the change occurred (i.e. have respondents become more or less ethical). This research also seeks to identify specific ethical issues in order to determine where the most significant changes have taken place. An analysis of the ethical considerations for each scenario is found in Appendix B.

The Research Instrument

As this paper represents follow-up research on the study conducted by Morris et al. [1993], it was decided to make use of the same questionnaire that was used in the 1993 study in order to ensure comparability of the results. This questionnaire describes 19 scenarios, each of which poses a hypothetical situation that the subject has to evaluate as ethically Acceptable, Questionable or Unacceptable. 

This research tool has been tested for validity in a pilot study by Paradice [1990] in the USA and subsequently by Morris et al. [1993] on South African students. This test found that the questions were easily understood and that respondents were confident about filling out the questionnaire easily. This ensured that subject errors were eliminated. 

The questionnaire was reproduced and presented electronically in the form of a web page. This consisted of two sections: one displaying the questionnaire and providing space for the answer and the other providing space for respondents to enter their email address, year of study and any additional comments if they wished to do so.

Lecturers of third and fourth year Information Systems students at six South African universities were subsequently approached and asked to invite their students to answer the questionnaire. Lecturers were both verbally and electronically informed of the aim of the study, and all lecturers spoke about the research in lectures, with some linking the questionnaire to their respective class web-site. Only fully completed questionnaires were accepted, thus ensuring that every questionnaire constituted a valid reply. Responses were then emailed to the research group, and analysed. The complete analysed data can be found in Appendix C.

Sampling Technique

The Sample

The sampling frame was all 3rd and 4th year students majoring in Information Systems at South African universities. This list was compiled by visiting the web sites of all South African universities to find out if they had an Information Technology or Information Systems department. Where such departments did exist, the course convenor was contacted by telephone and e-mail. 

The following universities participated in the research: University of Cape Town, University of the Western Cape, University of the Witwatersrand, University of Port Elizabeth, Rhodes University, and the University of Durban-Westville. It was therefore ensured that the students originated from different geographical areas of South Africa and the test is hence location independent. The respective number of valid responses from each University was 18, 13, 17, 9, 0, and 0. There were also responses which could not be ascribed to any particular university. These were students who responded from outside an academic network in South Africa, and originated from a dial-up Internet connection. In total, 148 responses were received, consisting of 116 (78%) 3rd year and 32 (22%) 4th year students.
Method of Analysis

Data Collection

The Paradice [1990] questionnaire was formatted into an HTML form, using Macromedia Dreamweaver. In order to make the questionnaire easier to complete, radio buttons were used for each scenario in the questionnaire. Respondents completing the questionnaire had simply to read the question, and make a selection from the Q, U or A radio buttons (for Questionable, Unacceptable or Acceptable respectively).

On completion, the respondent clicked the Submit button and all information that they had entered was parsed and formatted by a CGI (common gateway interface) web-server script. The formatted data was then mailed to the research team.

These e-mails were then re-formatted using awk, grep and cat, common Unix command line tools. An example of this data is given in Appendix A. Once formatted, the data was imported into Microsoft Excel 97, and appeared as shown the example below. A complete parsed Excel spreadsheet is included as Appendix C to this report.

1
2a
2b
2c
3..19
20a
20b
20c
Year of study
E-mail address












U
U
Q
U
..
A
Q
Q
Honours
(not given)

Q
U
Q
U
..
Q
Q
Q
Honours
(not given)

Q
U
U
U
..
Q
Q
Q
Honours
(not given)

Table 1: Extract of parsed data in Excel

The data collected from the responses of each of the South African samples was analysed using the chi-square test ((2) for independence in Excel. This test compares the distribution of responses for each scenario, calculating the level of significance with which it finds these two sets to differ. This non-parametric test is ideal for the nominal data required from the questionnaire in comparing the two samples (1993 and 1999). The differences between the samples are considered to be statistically significant if the p-value is found to be less than or equal to 0.05, which represents significance at the 5% level.
The results of the questionnaire were evaluated by analysing each of the 19 situations individually and comparing the Morris et al. [1993] data with the 1999 data. This allowed individual areas of ethical behaviour to be highlighted according to the ethical issue highlighted by that specific scenario, thereby helping to improve the accuracy of the research (see Appendix B).

Findings

The responses to each question are shown in a graph, with results shown from left to right. The left-most block represents Acceptable, the middle block represents Questionable and the right-hand block represents Unacceptable. The three blocks together sum to 100% for each of the years under examination. The full list of results is included in Appendix C.
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In the above example, the results of the 1999 study are contrasted with those of the 1993 study, with equal proportions of students considering the scenario Acceptable, Questionable and Unacceptable. The findings of the 19 scenarios from the questionnaire are detailed below.

1. A student had access to the university computer system because a class she was taking required extensive computer usage. The student enjoyed playing games on the computer, and frequently had to request extra computer funds from her professor in order to complete her assignments. 

Respondents considered the student's use of the computer to play games
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The results show similar responses from both samples, with 1999 respondents considering this behaviour to be marginally more acceptable than 1993 respondents. While both samples found this behaviour to be unacceptable, there is still a certain amount of doubt (almost 30% of each sample responded Questionable). The statistics confirm that there is no significant difference between the two groups responses (p=0.492), and hence no change in ethical attitudes is present between the two samples for this scenario.

2. A virus program is a program that performs tasks that a user has not requested, or does not want to perform. Some virus programs erase all files on a disk, some just print silly messages. Virus programs always copy themselves on other disks automatically, so the virus will spread to unsuspecting users. One day, a student programmer decided to write a virus program that caused the microcomputer to ignore every fifth command entered by a user. The student took his program to the university computing laboratory and installed it on one of the microcomputers. Before long, the virus had spread to hundreds of users.

a. Respondents considered the student's action infecting hundreds of users' disks
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The results show that both groups of respondents consider the behaviour (on the whole) to be unacceptable, while only a small proportion of students in both samples considered the behaviour to be acceptable. The 1993 students can be seen to find the action of spreading the virus as more acceptable that the 1999 students. This difference is statistically significant even at the 1% level (p=0.002).

b. Respondents considered the student’s action if the virus program outputs the message "Have a nice day", but still infected hundreds of users' disks 
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The results indicate that respondents generally considered this behaviour to be unacceptable across both samples. The 1993 students were again more accepting of this action at a statistically significant level (p=0.010). Thus, even though the virus is not malicious in this case, the 1999 students find it to be significantly less acceptable.

c. Respondents considered the student’s action if the virus erased files, but still infected hundreds of users' disks
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Responses to this type of malicious behaviour were similar, with almost all the students from both years considering the virus to be unacceptable. No statistical difference in ethical attitudes for this scenario exists between the two samples (p=0.547).

3. A student suspected and found a loophole in the university computer's security system that allowed him to access other student's records. He told the system administrator about the loophole, but continued to access other's records until the problem was corrected two weeks later.

a. Respondents considered the student's action in searching for the loophole 
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Respondents’ reaction to searching for the loophole in 1999 differed from the 1993 study; this behaviour was considered more acceptable and less questionable in the current study. This result is highly statistically significant (p=0.001). It can hence be concluded that the 1999 students are significantly more accepting of searching electronic networks than the 1993 students were, representing a shift towards more ethically lenient attitudes.

b. Respondents considered the student's action in continuing to access others' records for two weeks 
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Reaction to this type of behaviour indicated that while most respondents from both samples felt that this action was unacceptable, there has been a shift towards becoming more accepting. This change is statistically significant (p=0.028), meaning that 1999 students consider it more acceptable for the student in the scenario to continue accessing others records, hence showing a statistically significant drop in ethical attitudes.

c. Respondents considered the system administrator's failure to correct the problem sooner 
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This scenario elicited similar responses to the 1993 study, although more students considered the behaviour to be unacceptable in 1999 than they did in 1993. Although a slight shift towards being less ethically lenient in 1999 can be seen, this is not statistically significant, even at the 20% level (p=0.220) and hence it must be concluded that although a weak trend is evident, a significant change in ethical attitudes cannot be established.

4. A manager of a company that sells computer processing services bought similar services from a competitor. She used her access to the competitor's computer to try to break the security system, identify other customers, and cause the system to "crash" (cause loss of service to others). She used the service for over a year and always paid her bills promptly.

Respondents considered the manager's action to be
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Respondents from the two samples showed a large difference when considering this scenario. While the majority of students found the behaviour to be unacceptable, there has been a noticeable shift towards 1999 students considering the manager’s action to be questionable. This shift was found to be statistically significant (p=0.016). On the surface, this would reflect a move towards being more ethically lenient in 1999. However, while the overall change is statistically significant, the large increase in the Questionable response (13% to 31%) without an associated increase in the Acceptable category (a decrease, in fact) dilute the observed change. This scenario therefore shows a significant shift towards finding the manager’s actions to be “less unacceptable and more questionable” rather than “more acceptable” in 1999 than in 1993, signifying a move towards less tolerance of the manager’s actions.

5. A programmer at a bank realised that he had accidentally overdrawn his checking account. He made a small adjustment in the bank's accounting system so that his account would not have an additional charge assessed. As soon as he made a deposit that made his balance positive again, he corrected the bank's accounting system.

Respondents considered the programmer's modification of the accounting system 
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Respondents from the two samples differed slightly in their consideration of this behaviour, with no (0%) respondents considering the behaviour acceptable in 1999 as opposed to 2% in 1993. The other changes in the Unacceptable and Questionable categories were not large enough to result in a significant change between the groups sampled (p=0.155). Analysis therefore confirms that there is no significant difference between the two groups’ responses and no statistical change in ethical attitudes could be established between the two samples.

6. The owner of a small business needed a computer-based accounting system. He identified the various inputs and outputs he felt were required to satisfy his needs. He showed his design to a computer programmer and asked the programmer if she could implement such a system. The programmer knew she could implement the system because she had developed much more sophisticated accounting systems in the past. In fact, she felt this design was rather crude and would soon need major revisions. But she didn't say anything about this because the business owner didn't ask her, and she thought maybe she could be the one hired to implement the needed revisions later. 

Respondents considered the programmer's decision not to point out the design flaws 
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Differences in the samples’ responses to this behaviour is very highly statistically significant (p=0.000). A large decrease in the number of respondents who considered this behaviour Unacceptable in 1999 (59% to 29%) was accompanied by a simultaneous increase in considering this behaviour to be Acceptable (8% to 18%). It can therefore be concluded that the 1999 students find that it is much more acceptable to withhold the information than the 1993 students did. As this change is statistically significant, this scenario reflects a shift towards being more ethically lenient.

7. An engineer needed a program to perform a series of complicated calculations. She found a computer programmer capable of writing the program, but would only hire the programmer if he agreed to share liability that might result from an error in her calculations. The programmer said he would be willing to assume any liability due to a malfunction of the program, but was unwilling to share any liability due to an error in the engineer's calculations.

Respondents considered the programmer's position in this situation 
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Both groups of students found this action to be acceptable (83% in each case). Responses for the Questionable and Unacceptable categories were also similar between groups. The difference between the groups was found to be insignificant (p=0.610) and their ethical attitudes for this scenario are hence taken to be similar.

Respondents considered the engineer's position in this situation 
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Consideration of this scenario did not differ markedly from 1993 to 1999, although an increase in respondents’ attitude that this behaviour was Questionable in 1999 is noticeable. This possibly reflects indecisiveness and more unwillingness to commit to an answer either way in 1999. However, no statistically significant difference between the two samples could be established (p=0.410) and hence ethical attitudes to this scenario have remained unchanged.

8. A scientist developed a theory that required construction of a computer model to prove. He hired a computer programmer to build the model, and the theory was shown to be correct. The scientist won several awards for the development of the theory, but he never acknowledged the contribution of the computer programmer.

Respondents considered the scientist's failure to acknowledge the computer programmer's contribution 
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In comparing this behaviour, an increase in the unacceptability of the behaviour was noted (37% to 43%), as Unacceptable responses in 1999 were chosen over responses that were previously Questionable or Acceptable in 1993. Although a trend towards being less ethically lenient is evident, the changes between the samples were not statistically significant (p=0.598).

9. A computer user called a mail-order computer program store to order a particular accounting system. When he received the order, he found out that the store had accidentally sent him a very expensive word processing program as well as the accounting package that he had ordered. He looked at the invoice, and it indicated that only the accounting package had been sent. The user decided to keep the word processing package. 

Respondents considered the user's decision to keep the word processing package 
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Consideration of this behaviour was highly statistically significant (p=0.004), with a clear trend towards judging the behaviour as more acceptable in 1999 than in 1993. This reflects an attitude that it is not the customer’s duty to correct the vendor’s mistake. There is hence a clear change that condones the purchaser keeping the additional software, signifying that the 1999 students are more ethically lenient in this scenario than the 1993 students.

10. A computer programmer enjoyed building small computer systems to give to his friends. He would frequently go to his office on Saturday when no one was working and use his employer's computer to develop systems. He did not hide the fact that he was going into the building; he had to sign a register at a security desk each time he entered.

Respondents considered the programmer's use of the company computer 
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Respondents differed markedly in their interpretation of this behaviour, with responses indicating that the 1999 students found the behaviour to be more acceptable than the 1993 students did. This change was statistically significant at the 5% level (p=0.022), indicating that the use of an employer’s computer resources after regular working hours is considered to be more acceptable in 1999.

11. A computer programmer built small computer systems to sell. This was not his main source of income; he worked for a moderately sized computer vendor. He would frequently go to his office on Saturday when no one was working and use his employer's computer to develop systems. He did not hide the fact that he was going into the building; he had to sign a register at a security desk each time he entered.

Respondents considered the programmer's use of the company computer 
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Respondents from the two samples did not differ greatly in their analysis of this behaviour. In fact the results were almost identical, as given by the high p-value (p=0.802). Hence no difference in ethical attitudes between the two samples is evident in this scenario.

12. A student at a university learned to use an expensive spreadsheet program in her accounting class. The student would go the university microcomputer lab, check out the spreadsheet, complete her assignment and return the software. Signs were posted in the lab indicating that copying software was forbidden. One day, she decided to copy the software anyway so she could work on her assignments at her apartment.

Respondents considered her action in copying the software if the student destroyed her copy of the software at the end of the semester
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The analysis shows that the 1999 students are less accepting of copying software for personal use (Acceptable responses dropped from 40% to 27%). Despite this trend towards being less ethically lenient, the differences between the two samples are not statistically significant at the 5% level (p=0.120). While the results are significant at the 15% level, this shows only a weak difference between the samples, and hence the ethical attitudes for this scenario have not changed significantly. 

Respondents considered her action if the student forgot to destroy her copy of the software at the end of the semester 
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Respondents from the two samples did not differ greatly in their attitudes towards this behaviour. The student in the scenario forgetting to destroy the software seems to have resulted in both groups being relatively undecided, as reflected by the large number of Questionable responses received from both groups (46% and 50% in each of 1993 and 1999 respectively). The statistics confirm that there is no significant difference between the two groups’ responses (p=0.687), and hence no change in ethical attitudes is present. 

Respondents considered her action if the student never intended to destroy her copy of the software
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Students differed in their analysis of this scenario from the 1993 students. A large increase in the number of respondents who considered the behaviour to be more acceptable can be seen. The differences between the two samples is statistically significant (p=0.048), indicating that the 1999 sample is more ethically lenient for this scenario than the 1993 sample.

Limitations of Research

In terms of the research implement (the case-based questionnaire), a number of limitations exist. While every effort was taken to ensure that the scenarios used in the questionnaire are realistic, it is unlikely that any one respondent will have found themselves in all 19 of the scenarios tested. This means that even though a respondent may identify with the general situation described, their response remains subjective. In addition, certain respondents may prefer to appear as highly ethical (even though they were informed that their responses were anonymous). This research implement could hence bias the results towards less ethically lenient attitudes.

The questionnaire only allowed Acceptable, Questionable and Unacceptable responses, hence representing a narrow range of choices. Questionable responses tend to be chosen over the extremes of Acceptable and Unacceptable, thereby giving the data a measure of central tendency. 

This is reinforced by respondents who may have submitted a Questionable response for a scenario they found to be particularly difficult and could not commit either way. Although these limitations exist, the identical research implement had to be used in order to ensure direct comparison with the Morris et al. [1993] research.

The questionnaire was long and was completed in the respondents’ own time and not during supervised lectures. This meant that the goodwill of the students was relied on to fill in the questionnaire. This may have meant that those with greater sensitivity towards ethical issues would have been more likely to respond. If these attitudes are reflected, then an opinionated minority would dominate the data and influence the response profile. Also, the lack of a controlled environment created an opportunity for a respondent to fill in the questionnaire in a flippant fashion, or multiple times.

Lastly, while responses may have varied between the different universities sampled in this study, an assumption is made that the average responses are representative of South African final-year Information Systems students.

Areas for Future Research

While conducting the research outlined in this paper, areas for future research were identified. These areas are:

· The research conducted from this South African sample has been contrasted on a scenario-by-scenario basis in the Findings section. Future research should not only contrast these results with future results, but also examine more closely each scenario, and ascribe substantive reasons for these changes. This will answer why respondents replied as they did. Specifically, more detailed research could examine the role that culture, religion, social and economic groupings have in determining an individual’s ethical attitude.

· There has only been one comparison of the ethical attitudes of South African Information Systems students with those of another country (USA). Further comparative research is needed to evaluate changes in ethical attitudes in South Africa against a global benchmark.

· This research concludes that ethical attitudes have not changed significantly, but that the changes that have occurred tend towards being more ethically lenient. Further research must be conducted to confirm the significance of this trend.

The role of ethics in Information Systems is an under-researched area. It is felt that the research presented in this paper provides a suitable base on which to build a cumulative research body by conducting studies into the areas identified above.

Conclusions
As Information Systems becomes more pervasive, it is concerning that there is limited research into the area of Ethics in Information Systems. Since the Morris et al. [1993] study, no further research into ethical attitudes in South Africa has been conducted. Consequently, this research was performed in order to both extend Ethics research and to compare the results of the Morris et al. [1993] study with a more recent sample. 

This paper’s findings describe the specific changes across each of the 19 scenarios from the questionnaire. Each scenario was classified into one of five ethical areas (refer to Appendix B for the classification of each scenario). This classification is used here to identify the areas where significant changes in ethical attitudes exist, based the findings of this research. 

Three scenarios showed statistically significant decreases in ethical leniency (scenarios 2a, 2b, and 4). These scenarios dealt with the creation and spread of viruses and denial of access to computer resources. Together, these can be seen as hindering the ability to work on a computer as this is what viruses and lack of access to computer services result in. The 1999 sample is therefore less tolerant of any hindrances to their ability to work with computer services.

Six scenarios showed statistically significant increases in ethical leniency (scenarios 3a, 3b, 6, 9, 10 and 12a). These scenarios dealt with privacy (3a, 3b), piracy (12c), responsibility (6, 9) and misuse (9). The 1999 sample was especially tolerant of electronic privacy breaches and withholding information where there was an ethical responsibility to disclose such information.

In total, six scenarios showed significant increases in ethical leniency, three showed significant decreases in ethical leniency and nine showed little or no statistically significant changes. 

It is therefore concluded that the null hypothesis (Ho: South African final-year Information Systems students are more ethically lenient in 1999 than they were in 1993) is weakly supported by the findings of this research. It is therefore only possible to conclude that while the trend appears to be towards more ethical leniency, further research is required to confirm the significance of this trend.
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Appendix A – Data conversion process

This table displays the results received from the web-page form (i.e. the raw data received) and the result after being parsed. The parsed data was then imported into Excel; this is shown in Appendix C.

Raw data
Formatted data

Unknown@sabela.saix.net

 1 = Q

 2a = U

 2b = U

 2c = U

 3a = U

 3b = U

 3c = Q

 4 = U

 5 = U

 7a = U

 7b = U

 8 = Q

 9 = A

 10 = Q

 11 = A

 12a = Q

 12b = U

 12b = U

 Study = Honours

 Email = (not given)

 Comments =
Unknown@sabela.saix.net, Q,U,U,U,U,U,Q,U,U,U,U,QA,Q,A,Q,U,U

,Honours ,(not given),



Appendix B – Scenario Analysis

Each question is broken down and analysed as to the ethical impact the scenario is testing. The broad areas of abuse, privacy, access, accuracy and responsibility are derived in part from Mason [1986], and further sub-divided with the description of the specific scenario.

Question
Ethical issue

1.
Abuse - Utilising resources for an unintended purpose

2a.
Abuse (Virus) – Undefined

2b.
Abuse (Virus) – Harmless

2c.
Abuse (Virus) – Malicious damage

3a.
Privacy – Assessing the possibility of accessing restricted data

3b.
Privacy – Failing to correct the access problem

3c.
Privacy – Accessing restricted data

4.
Abuse – Causing a denial of access

5.
Privacy / Accuracy – Accessing and changing restricted data

6.
Accuracy – Failing to point out potential errors

7a.
Responsibility – Unwillingness to share liability

7b.
Responsibility – Willingness to shift liability

8.
Responsibility – Unwilling to share merit

9.
Piracy – Failure to return unpurchased software

10.
Misuse – Misuse of company resources

11.
Misuse – Misuse of company resources for profit

12a.
Piracy – Copying software due to financial constraints

12b.
Piracy – Copying software for a short period of usage and failing to delete after use

12c.
Piracy – Copying software with no intention to purchase

Appendix C – Complete parsed data

The original data from the Morris et al. [1993] study was broken down into percentages of Acceptable, Questionable and Unacceptable responses.

Question
Acceptable
Questionable
Unacceptable

1.
4%
29%
67%

2a.
6%
6%
88%

2b.
6%
40%
54%

2c.
0%
2%
98%

3a.
40%
51%
9%

3b.
6%
22%
72%

3c.
2%
36%
62%

4.
4%
13%
83%

5.
2%
12%
86%

6.
8%
33%
59%

7a.
83%
11%
6%

7b.
19%
35%
46%

8.
22%
41%
37%

9.
12%
29%
59%

10.
48%
42%
10%

11.
32%
46%
22%

12a.
40%
31%
29%

12b.
16%
46%
38%

12c.
9%
22%
69%

The data from this research is similarly broken down, and includes the p-value of comparing the old data to the new data. Statistically significant p-values are indicated.

Question
Acceptable
Questionable
Unacceptable
p Score

1
8%
28%
64%
0.492

2a
1%
5%
94%
0.002

2b
3%
27%
70%
0.010

2c
2%
3%
95%
0.547

3a
59%
25%
16%
0.001

3b
10%
32%
58%
0.028

3c
1%
30%
68%
0.220

4
1%
31%
68%
0.016

5
0%
20%
80%
0.155

6
18%
53%
29%
0.000

7a
83%
9%
7%
0.610

7b
16%
44%
41%
0.410

8
20%
37%
43%
0.598

9
31%
20%
49%
0.004

10
68%
26%
5%
0.022

11
30%
44%
26%
0.802

12a
27%
43%
30%
0.120

12b
16%
50%
34%
0.687

12c
18%
28%
54%
0.048

All the data received is listed below, with break-downs per question, the year of study and e-mail address (if supplied) of the respondent. The data is sorted according to the year of study.

1
2a
2b
2c
3a
3b
3c
4
5
6
7a
7b
8
9
10
11
12a
12b
12c
Year of study
E-mail address























U
U
U
U
A
A
Q
U
U
U
A
Q
U
Q
A
Q
U
Q
Q
3rd
(not given)

U
U
U
U
A
Q
Q
U
U
U
A
U
U
U
A
Q
U
Q
Q
3rd
(not given)

U
U
U
U
U
A
U
Q
U
U
A
U
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U
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U
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